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Abstract—Voting privacy and verifiability are the building
blocks of modern democracy. While many non-remote-capable
voting systems provide privacy, verifiability, and sometimes even
coercion-resistance in some manner or another, these require-
ments are a big challenge for a remote-capable voting system. By
applying the blockchain technology some of these requirements
are fulfilled, however many other technologies, including encryp-
tion schemes, distributed computing, and others are needed to
satisfy the others. This paper explores the technologies used in
current and previous voting systems, their applications, and the
actual voting systems themselves.

I. INTRODUCTION

In this era of the technological revolution, it is hard to
believe that one of the most important systems that decide our
freedom, rights, and way forward is still not fully transparent
and subject to public scrutiny. This system is voting, the cen-
terpiece of most modern countries, a democratic process that in
theory allows us to fairly choose our leaders by respecting the
vote of the majority. Yet even today the voter can never be sure
if his vote was counter properly, fraudulently, or not counted
at all. Adiputra et al. (2018) explain the issues of physical
voting systems and how they can be manipulated by using
the example of the referendum in Catalonia, Spain in 2017.
This process could greatly benefit from being implemented
using modern-day blockchain technology which could allow
every single voter to verify their votes independently and be
sure that a malicious actor did not falsify the results of an
election or any sort of vote. Modern E-Voting systems already
exist in countries like Estonia but suffer from a lot of issues.
Adiputra et al. (2018) also show that one of the main issues
of this system is voting verifiability, and that is one of the
main problems this project aims to solve, alongside other
privacy concerns, and bring trust and confidence in a fair

democratic voting process to every voter. This paper explores

the privacy and verifiability of modern voting systems, both
physical and remote, and explores if these methods apply to

remote blockchain E-Voting systems.

II. TERMINOLOGY

Since this paper focuses on the privacy and verifiability
components of a public blockchain (ledger) E-Voting system
it is a requirement to be aware of some of the basic terms used
to describe the process of voting, and the blockchain itself. In

particular, the following terms are used.

A. Blockchain

A blockchain is a form of an append-only database, popu-
larized by a character known as Satoshi Nakamoto in 2008 by
creating Bitcoin. It is one of the perfect technologies to use
for an E-Voting system. It provides a great solution to issues
such as voting security, anonymity, and verifiability through
various cryptographic techniques integrated in addition to the
blockchain (Pawlak et al., 2018). However, it primarily serves
the simple purpose as a distributed append-only database,
which can provide a live record of current votes, along with

ensuring that records cannot be retroactively changed.

B. Privacy

When it comes to privacy, there are several basic terms.
The first is the Secret Ballot (also known as the Australian
ballot (The Editors of Encyclopaedia Britannica, 2015)), a
capstone of modern democracy (Voter Privacy, 2022). The
secret ballot was first introduced in France in 1831 (Smyth,
2018), but in its most modern form, it was first implemented
in the states of Victoria and South Australia. It is a guarantee
that a voter’s identity in an election, referendum, or any other
voting process, is anonymous. By having this guarantee, the

possibility of vote coercion, vote purchasing, or any other
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fraudulent voting activity in which a voter is influenced
illegally by a third party, is greatly reduced. The voting process
is usually performed as follows: a voter marks their ballot in
a private space (often a designated booth) and places it in a
(previously inspected to be empty) box with a small opening
on the top. In this way, a third party can’t discover the contents
of a voter’s ballot (The Editors of Encyclopaedia Britannica,
2015).

C. Coercion Resistance

Coercion resistance is a measure of how resistant a system
is to a potential coercer determining if a coerced voter is com-
plying with their demands. While this seems like a relatively
simple problem to solve by the way of simply turning off any
sort of vote verifiability in the system is completely nullifies
the second goal of the system, to enable each voter to verify
their vote was cast correctly. While enabling voters to vote
remotely most certainly does not introduce the problem of
vote-coercion and vote-buying it does have the potential to
exacerbate them (Juels, Catalano, & Jakkobson, 2005).

D. Receipt-Freeness

Receipt-freeness ensures that a voter cannot provide any
sort of evidence/proof that reveals in which way they voted.
In a traditional physical election system, a voter is required
to keep their vote private (Benaloh & Tuinstra, 1994), and by
using traditional voting booths, and disallowing any sort of
visual recording devices this is easily achieved. Some systems
use trusted third parties as a way to “hide” the receipt from a
voter, however, this is not applicable to a remote voting system
use-case (Alpert et al., 1998).

Todays’ physical system in use by Croatia is in fact, receipt-
free. As such, there is no evidence or proof that a voter could
provide to a potential vote purchaser that he has voted a
specific option. Even in the case of a voter taking photographic
evidence of their vote, they could always request a second
ballot to cast their actual vote and use the prior photographic
evidence as proof.

In the case of an electronic voting system however this
becomes a real problem, and most individually verifiable
voting systems suffer the same problem. To allow a voter to
verify their vote was recorded and tallied as cast they need
to be provided some sort of proof. In a simple blockchain
system, that would contain of a randomly generated vote ID

which when supplied to the voter would allow them to verify

their vote on a public distributed ledger. While this is a major
advantage to the voter by making the option of verifying
their vote was properly recorded possible, it also traditionally
prevents them from lying to the vote purchaser. The possible

solutions to this will be discussed later in this paper.

E. Verifiability

Vote verifiability is the ability of a voter or a third party
to verify a single vote / a set of votes. The different types or

verifiability are as follows:

1) Individual Verifiability, ensures that a voter is able
to verify that a ballot containing their vote is in the
recorded set of all votes.

2) Universal Verifiability, ensures that any third party has
the possibility to tally up all the votes in the system
and verify that it is the same as the vote count used
by the governing authority to determine the result of an
election/referendum.

3) End-to-end Verifiability, ensures that a voter can verify
the following:

a) Cast as Intended, their choice was correctly de-
noted on the ballot as chosen.

b) Recorded as Cast, their choice was recorded as it
was cast.

¢) Tallied as Recorded, their ballot was included in
the final tally.

4) Voter Eligibility Verifiability, ensures that any party can
verify that any vote in the system came from a voter

that is eligible to vote.

III. CURRENT TECHNOLOGICAL SOLUTIONS
A. Privacy through anonymized voter IDs

In modern electronic E-Voting systems maintaining privacy
is quite a simple task, usually, it is the case of applying basic
voter eligibility tokens which are generated as an anonymized
ID used for verification that a voter is eligible at all. However,
this solution alone prevents any receipt freeness if the ID is
stored alongside the vote. The ID itself in that case serves as
a receipt.

A blockchain-based E-Voting system could implement these
voter IDs as a way to also satisfy the constraint of Voter
Eligibility Verifiability. For a voter to be allowed to vote on
a certain election they would need to provide some proof of
existence. Usually, this would be done through either physical

registration beforehand at postal offices, police stations, or
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other government institutions. In the case of the Croatian
“E-Gradani” system however, we can most certainly rely on
registering voters through the system as it has also been
deemed secure for many other applications such as retrieval
of sensitive personal information, reading medical history, etc.
A voter would after requesting registration receive a unique
randomly generated identification token which gets written
to the “voter registry blockchain” to “activate” that token for
future use. No personal data is stored alongside this token. It
is the responsibility of the voter not to reveal or even possibly
sell this token. Unfortunately, in any remote-voting system, it
is impossible to confirm if the voter is actually who they say

they are without an overreach into their privacy.

B. Privacy through homomorphic encryption

Homomorphic encryption allows computations on encrypted
data without first decrypting it. The result, when decrypted
with the corresponding private key, is equivalent to the output
produced had an appropriate operation been used on the
original decrypted data. An example is shown below, ® and
® being the appropriate operations, and pub being the public
encryption key:

Epu(msgr) © Epup(msgz) = Epup(msgl ® msg2)

Some popular schemes include RSA, ElGamal, Goldwasser-
Micali, Benaloh, Paillier. There are others but not all of
them allow an unbounded number of operations. The main
issue with homomorphic encryption models, however, is the
fact that while, yes, it enables universal verifiability, is also
that it doesn’t in itself provide full end-to-end verifiability
without combining it with some other system such as mix-nets.
Usually, the implementation of such other systems results in
a complete negation of any coercion resistant measures, or a
loss of individual verifiability (Acquisti, 2004; Hirt & Sako,
2000). Systems such as Microsoft ElectionGuard (Features -
ElectionGuard, 2022)] while coercion resistant, do not provide
any verification of how a specific vote was recorded, only that
it was tallied as recorded. While there is a feature that allows
the voter to spoil a ballot, there is still needed inherent trust
in the machine used to vote. This further shows that there is
also no possibility of remote voting.

A blockchain-based E-Voting system could very well make
use of homomorphic encryption by encrypting the votes
(Matile & Killer, 2018), but it is not useful in the sense that
by doing so you still need to trust the authority that the vote
was indeed recorded as cast.

C. Designated verifier proofs

A proof system allows a voter to prove that an encrypted
vote contains a specific answer. A designated verifier proof, in
contrast to a regular non-interactive proof, is not transferrable
(Jakobsson et al., 1996). Therefore, the voter cannot prove to
anyone but himself that he voted a specific way. The issue
with designated verifier proofs is, even though they could be
useful in the sense that one would have to identify himself
via a smart-card, as mentioned by Jakobsson et al. (1996) it
is still up to the voter to make sure that the smart-card and
the access codes to it is secure. Therefore, coercion resistance
isn’t achievable through such an implementation. There do
exist relatively modern zero-knowledge proof methods which
are do enhance coercion resistance but they are not applied in

any of the reviewed systems (Chaidos & Couteau, 2018).

D. Recorded-as-cast verification through ballot auditing

Many systems, such as Microsoft’s ElectionGuard (Features
- ElectionGuard, 2022) aims to preserve privacy by storing the
voter’s choice in an encrypted form. When the voting machine
prints out a receipt, it contains the ciphertext form of the
voter’s choice. A voter, which is not cryptographically literate,
cannot be convinced that the ciphertext form is actually
their vote. To help with that many systems allow a voter to
potentially “spoil” a ballot. In simple terms, after a voter casts
their vote, the machine will print the ciphertext proof, which
the voter can see. However, a voter can subsequently choose
to not vote, but “spoil” the ballot, and by that see what the
expected output would be. A voter can then choose to decrypt
the vote, via the machine to find out if the voting machine
cheated or not. Prét a Voter also implements a continuing

auditing scheme that works similarly (Ryan et al., 2009).

IV. POTENTIAL VOTING SYSTEM CANDIDATES
A. Prét a Voter

Prét a Voter is a voting system devised by Peter Ryan of
the University of Luxembourg. By using a public ledger and a
receipt with an onion (an encrypted key that contains a way to
decode the vote shown on the receipt) Prét a Voter allows the
voter to confirm that their vote has been: cast-as-intended (by
comparing their receipt and the ledger record), recorded-as-
cast (again, by comparing their receipt and the ledger record),
and tallied-as-recorded. This system, however, is not suitable
for a remote voting system of any sort, because it cannot be

adapted as such that it prevents voter coercion in any way.
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B. Civitas

Civitas is the first electronic voting system to implement
coercion resistance, universal and voter verifiability, which is
suitable for remote voting (Clarkson et al., 2008). It provides
coercion resistance by way of fake credential generation which
are indistinguishable to a coercer from a real credential. The
algorithms and processes in use by Civitas are unfortunately
very computationally expensive during the vote tabulation
phase (Clarkson et al., 2008). Civitas additionally has time
expense issues when it comes to fake and duplicate votes since
the complexity of the operation is , N being the number of
votes. However, this can be solved by splitting up the vote
system across blocks of voters. Unfortunately, Civitas in its
original design does not provide cast-as-intended end-to-end
verification which is a major verifiability issue (Jonker et al.,
2013).

C. Provotum

Provotum is an end-to-end remote electronic voting sys-
tem utilizing a permissioned blockchain. Killer et al. (2020),
explains, “It operates in a fully distributed fashion by using
Smart Contract, Distributed Key Generation, Homomorphic
Encryption, and Cooperative Decryption, as well as employing
client-side encryption, which enables ballot secrecy, while the
Blockchain forms an audit trail, enabling public and End-
to-end Verifiability”. Even though Provotum does not have
cast-as-intended verification capabilities, it does leave the door
open to future work for enabling cast-as-intended verification
through secure devices such as smartphones which provide
secure enclaves. The system, unfortunately, because of being
developed according to Swiss legislation, does not permit

casting of multiple ballots as a coercion resistance measure.

V. PROPOSED ENHANCEMENT TO PROVOTUM

The proposed enhancement to Provotum would be the
following: a third-party implementation of cast-as-intended
verification using the Secure Enclave of iOS devices. Such
an application should bring forth and explain to a layman
how their vote is being verified, and eventually, it should
also be validated by an independent third party. There would
be no particular need for the use of special devices with
capabilities of “secure storage of secret elements” (Hofmann,
2020) since all modern iOS capable devices already support
such features. It would also enable the voter to convince

themselves of the fact that the device and corresponding

application operate correctly by casting test votes. A challenge
of implementing such a feature pertains to the secure feature of
the Secure Enclave which disallows any import of an external
key, nor an export of an internal key. The Secure enclave
only allows storage of 256-bit elliptic curve private keys (by
means of generating them inside the Secure Enclave), and
various cryptographic operations on that key. This poses a
challenge since Provotum is not internally based on such a
key size, and Elliptic Curve Cryptography (ECC) is not the
only type of cryptography utilized by Provotum. Therefore
all cryptographic elements of Provotum not compatible with
Secure Enclave key computations and storage would need to

be modified to work alongside it efficiently and securely.

VI. CONCLUSION

Through the research of previous and current voting sys-
tems, it is apparent that no current voting system can com-
pletely satisfy privacy and verifiability without sacrificing co-
ercion resistance. It is not surprising since those properties of
voting schemes have been shown incompatible by Chevallier-
Mames et al. (2010) before. While many have tried to design
coercion-resistant systems that are partially verifiable, this is
most certainly not the solution for a system used in the real
world. In practice, with every voting system in use today, a
voter always has a possibility to sell their vote with relative
proof. Provotum is a promising voting system that satisfies the
largest amount of voting system requirements put forth in this
paper, and one of its biggest current weaknesses is that it has
no integrated cast-as-intended verification. An example of a
third-party implementation of such a feature with no special
hardware (while complying with local regulations) would go
a long way to increasing public trust in the voting system.
Future research will consist of evaluating the iOS Secure
Enclave feature as a secure storage facility for Provotum-
based blockchain voting systems, research on the necessary
modifications to the Provotum key generation protocol, and
an implementation of the former as a proof-of-concept.
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